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Solution: Privacy Pass 4
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Problem with Privacy Pass 5
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- Lightweight, single-use anonymous trust 
token

- Private metadata bit can only be read by the 
authority

- Extension of Privacy Pass
- Technique to remove the need for NIZKs
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- Unlinkability
- One-more unforgeability
- Privacy of the metadata bit
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From Privacy Pass 
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Privacy Pass Recap 12

Γ := (𝑝, 𝔾, 𝐺)
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Private Metadata Bit ? 13
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𝑋𝑏 = 𝑥𝑏𝐺, 𝑏 ∈ {0, 1}

𝑊 ′ := 𝑥𝑏𝑇 ′

𝑟 ← ℤ𝑝*
𝑇 ′ := 𝑟⁻¹ H(𝑡)

1. check b s.t 𝑥𝑏H(𝑡) = 𝑊
2. add 𝑡 to spend tokens.

𝑊 := 𝑟𝑊 ′
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Attack 14

Γ := (𝑝, 𝔾, 𝐺)
𝑋 = 𝑥𝑏𝐺, 𝑏 ∈ {0, 1}

𝑊 ′ := 𝑥0𝑇 ′
𝑉 ′ := 𝑥1𝑇 ′

𝑟, 𝑠 ← ℤ𝑝*
𝑇 ′:= 𝑟⁻¹ H(𝑡)
𝑆‘ := 𝑠⁻¹ H(𝑡)
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Okamoto-Schnorr Privacy Pass 15

Γ := (𝑝, 𝔾, 𝐺, 𝐻)
𝑋 = 𝑥𝐺 + 𝑦𝐻

𝑠←{0, 1}λ; 𝑆′ := H(𝑇 ′, 𝑠)
𝑊 ′ := 𝑥𝑇 ′ + 𝑦𝑆′

𝑟 ← ℤ𝑝*
𝑇 ′ := 𝑟⁻¹ H(𝑡)

1. check 𝑥H(𝑡) + 𝑦𝑆 = 𝑊
2. add 𝑡 to spend tokens.

𝑊 := 𝑟𝑊 ′
𝑆 := 𝑟H(𝑇 ′, 𝑠)

𝑡, 𝑆, 𝑊

𝑇 ′

𝑠,𝑊 ′
check 𝜋 

User Issuer
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PMBTokens 16

Γ := (𝑝, 𝔾, 𝐺, 𝐻)
𝑋𝑏 = 𝑥𝑏𝐺 + 𝑦𝑏𝐻, 𝑏 ∈ {0, 1}

𝑠←{0, 1}λ; 𝑆′ := H(𝑇 ′, 𝑠)
𝑊 ′ := 𝑥𝑏𝑇 ′ + 𝑦𝑏𝑆′

𝑟 ← ℤ𝑝*
𝑇 ′ := 𝑟⁻¹ H(𝑡)

1. check b s.t 𝑥𝑏H(𝑡) + 𝑦𝑏𝑆 = 𝑊
2. add 𝑡 to spend tokens.

𝑊 := 𝑟𝑊 ′
𝑆 := 𝑟H(𝑇 ′, 𝑠)

𝑡, 𝑆, 𝑊

𝑇 ′

𝑠,𝑊 ′
check 𝜋 

User Issuer

, 𝜋



Removing the ZK proof in Privacy Pass 17

Γ := (𝑝, 𝔾, 𝐺)
𝑋 = 𝑥𝐺

𝑊 ′ := 𝑥𝑇 ′

𝑟, 𝜌 ← ℤ𝑝*
𝑇 ′ := 𝑟⁻¹ (H(𝑡) - 𝜌𝐺)

1. check 𝑥H(𝑡) = 𝑊
2. add 𝑡 to spend tokens.

𝑊 := 𝑟𝑊 ′ + 𝜌𝑋
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Removing the ZK proof in PMBTokens 18

Γ := (𝑝, 𝔾, 𝐺, 𝐻)
𝑋𝑏 = 𝑥𝑏𝐺 + 𝑦𝑏𝐻, 𝑏 ∈ {0, 1}

𝑠←{0, 1}λ

𝑆𝑏′ := H(𝑇𝑏′, 𝑠)
𝑊 ′ := 𝑥𝑏𝑇𝑏 ′ + 𝑦𝑏𝑆𝑏′

for 𝑑 = 0,1 :
𝑟𝑑, 𝜌𝑑 ← ℤ𝑝*
𝑇𝑑′ := 𝑟𝑑⁻¹ (H(𝑡) - 𝜌𝑑𝐺)

1. check b s.t 𝑥𝑏H(𝑡) + 𝑦𝑏𝑆𝑏 = 𝑊𝑏
2. add 𝑡 to spend tokens.

for 𝑑 = 0,1 :
𝑊𝑑 := 𝑟𝑑𝑊 ′ + 𝜌𝑑𝑋𝑑
𝑆𝑑 := 𝑟𝑑H(𝑇𝑑′, 𝑠) + 𝜌𝑑𝐻 𝑡, 𝑆{0,1}, 𝑊{0,1}

𝑇{0, 1}′

𝑠,𝑊 ′

User Issuer



- Unlinkability
- One-more unforgeability
- Privacy of the metadata bit

Security notions 19



Implementation & 
Performance
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- Implemented using Rust
- Using the Ristretto group
- Using EC Curve25519

Implementation & 
Performance
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- PMBTokens extend Privacy Pass with a 
private metadata bit

- Technique to remove NIZK for PP and 
PMBTokens enhancing performance
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